
YES

NO

YES

NO

YES

Is the PHI provided by a Covered
Entity? (e.g. clinic, lab or other

healthcare provider)

Choose Enterprise REDCap Choose HIPAA REDCap

Examples of 
Personal Identifying Information

(PII) include:

Name
Address (all geographic subdivisions
smaller than state, including street
address, city county, and zip code)
Birthdate
Telephone numbers
Fax numbers
Email addresses
Social Security Number
Account number(s) 
Vehicle identifiers and serial numbers,
including license plate numbers 
Credit card numbers
Web URLs
Internet Protocol (IP) Addresses
Finger or voice prints
Photographic image - Photographic
images are not limited to images of the
face.
Any other characteristic that could
uniquely identify the individual

Examples of human subjects data include:

HIPAA protected health data
Personal Identifying Information (PII)
Protected Health Information (PHI)
Student education records (FERPA)
Financial data (credit/debt, etc.)
Criminal records
Clinical Research Initiatives (CRI)
Other information protected by law, policy, or
copyright

 
Examples of 

Protected Health Information (PHI) include:

PII plus:
Address (all geographic subdivisions
smaller than state, including street
address, city county, and zip code)
All elements (except years) of dates
related to an individual (including
birthdate, admission date, discharge
date, date of death, and exact age if
over 89)
Medical record number 
Health plan beneficiary number
Account number
Certificate or license number
Device identifiers and serial numbers
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Please note: use of the HIPAA REDCap
system may require access to the Arizona
Secure Research Environment (ASRE) for post-
processing of identifiable data such as detailed
analysis, subsequent de-identification of data
and aggregation of results.

There is a charge for ASRE resources. More
information can be found on the Secure
Research page of this website.

I need to conduct a research
study that requires human

subjects data collection

Is the PII health-related,
i.e. PHI?

Does the study collect
Personally Identifiable

Information (PII)?

Is the PHI collected by an
interviewer?

Is the PHI self-reported by
participant?


